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Kissinger, H (2014), World Order.

Australia’s border extends beyond our
geographic boundary. More than a line of
defence, it is a strategic national asset that
underpins our sovereignty, economic wellbe-
ing, and international connection. As global
military, economic, and political power contin-
ues to shift, combined with intensifying United
States-China geopolitical competition, a grow-
ing intersection of national security policy and
economic security policy is becoming evident
at international borders.

Sanctions, tariffs and other regulatory levers
are now routine features of statecraft. As
well as creating new compliance pressures
for legitimate traders and governments, such
global turbulence generates unpredictability
across borders, which in turn impacts on threat
and risk identification. At the same time, trans-
national crime (TSOC), state-sponsored, and
digital economy-based threats are converg-
ing and increasingly bypassing traditional
controls.

In line with increasing volatility and uncer-
tainty, international borders should be better
equipped to handle evolving risks, complex
flows of people, goods and capital, and shift-
ing national priorities. Strategic investments in
modernising Australia’s border systems would
yield valuable returns in terms of risk mitiga-
tion, cross-border productivity and regulatory
efficiency, and economic resilience. It would
also strengthen Australia’s ability to shape
regional border security frameworks and stan-
dards, build partner capacity, and reinforce our
role as security partner of choice.

In this context, Australia would benefit signifi-
cantly by evolving its border arrangements and
enabling greater use of border-relevant data
across trade, travel, logistics and financial
flows through secure digital infrastructure,
artificial intelligence (Al) and, crucially, an
architecture that enables trust, legitimacy, and
public confidence in such a system. The policy
recommendations in this paper are grounded
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not only in national security imperatives, but
also in economic opportunity. Modernising our
border requires a disciplined examination of
its various operating models, digital and phys-
ical architecture, governance, and funding to
deliver measurable security outcomes as well
as reduced friction and transaction costs for
legitimate trade and travel.

Yet the border is not treated as the national
asset it is, despite generating substantial reve-
nue through duties, taxes, user charges, and
delivering critical national security outcomes.
There is no systemic mechanism to reinvest
those returns into the systems that enable
them, and the border’s role in national security
planning is not systematically embedded. As
a result, many border systems are becoming
outdated not only as physical infrastructure,
but also in their capacity to generate demon-
strable public value. Without well-planned
digital modernisation, the negative impacts of
geopolitical volatility, technological disruption,
and global competition will be amplified at
Australia’s border. The cost of inaction will be
reduced public confidence, growing risk expo-
sure, lost economic opportunity, and reduced
agility in the face of disruptions and crises.

While this paper does not focus on people
and immigration flows, there are still indi-
rect implications for borders resulting from
the December 2025 Bondi Beach terrorist
attack, which has sharpened public expecta-
tions of what a modern security system should
achieve. Where the security of individuals
and risks have attributes that span multiple
domains - for example, travel movements, visa
status, firearms access, and prior intelligence
holdings of concern - Australians will reason-
ably expect that risks across these domains
can be integrated, assessed and acted upon
across relevant jurisdictions and agencies.
In contemporary risk environments, it is the
sequence of data points, rather than any single
indicator, that may warrant attention.



Further, the events at Bondi have reinforced
the importance of border systems as part of
Australia’s counter-terrorism and economic
security architecture. Terrorism and violent
extremism are sustained not only through
ideology, but through enabling networks,
logistics, and finance. Illicit trade, includ-
ing tobacco, generates substantial criminal
proceeds and terrorism financing. This threat
intersects with trade-based money laun-
dering, sanctions evasion, and other illicit
financial flows. Strengthening border visibility
and cross-agency data integration therefore
supports not only detection of contraband, but
the disruption of higher-order national security
risks.

This is not an argument for centralised surveil-
lance or a presumption of wrongdoing, but
for lawful interoperability, clear governance,
and the capacity to detect and respond to
cross-domain risk in a way that protects the
public and maintains trust. These expectations
extend naturally to the border, which remains
the point at which travel, goods, capital, and
intelligence-derived risk indicators converge.

This paper therefore proposes a re-think. If
Australia were to treat the border as a sover-
eign capability, we could potentially unlock
much-needed investment pathways to drive
modernisation through new models of shared
responsibility between government, indus-
try, and system users. A technological and
governance framework for achieving this is
proposed to create a federated system-of-sys-
tems that seeks to maximise the value of data
and digital infrastructure and enable a more
comprehensive insight into our supply and
value chains. In this model, ‘visibility’ is deci-
sive in being able to understand threat and
risk in near real time, in determining priorities
and interventions, and in accurately evaluating
their effectiveness.

By anchoring the modernisation of our border
in the national priorities of sovereignty,
productivity, and resilience, we would not only
be better equipped to defend against future
threats, but also to create sustainable public
value in an increasingly contested and volatile
global environment.

Ultimately, the case for this fundamental shift
in how Australia conceptualises and manages
its border turns on whether we want our border
to be a transactional checkpoint and compli-
ance mechanism, or a capability that is central
to Australia’s economic and national security.
This paper argues that in today’s increasingly
multipolar world, Australia must transition
from its traditional notions of border manage-
ment to a far more systematic and integrated
approach.

Borders have become important instru-
ments of economic security, national
security, and statecraft where threats
converge and policy is enlivened.

Australia’s border generates substan-
tial public value but is under-leveraged,
fragmented in governance, and weakly
embedded in national security planning,
with consequences for effectiveness,
investment, and public confidence.

Borders are high-volume/high-ambiguity
risk environments where visibility across
supply chains and traveller pathways is
a decisive attribute of effective border
governance, management, legitimacy, and
policy effectiveness.

Traditional, siloed border operating models
cannot scale quickly enough to balance
the management of contemporary threats
with trade and passenger volumes and
economic security demands.

Enhanced/new federated digital systems
offer a realistic pathway for border
modernisation, enabling shared visibility,
Al-supported decision-making, and coor-
dinated action without centralising control.

Sustainable border reform requires a
well-governed and staged approach,
embedded within national strategy and
supported by sustainable funding and
co-investment models, delivering a durable
capability but also positioning Australia to
shape regional approaches as a security
partner of choice.



The following recommendations build on the
analysis in this paper to establish Austra-
lia’s border as a strategic economic and
national security asset. They propose a unified
strategy, enhanced governance, modern tech-
nology, and cross-cutting collaboration to
protect Australia’s economy and security. They
are grouped thematically to highlight priority
areas, and their numbering reflects the order
in which they are developed in the body of the
report.

Recommendation 1 (p.10) - Develop a
National Border Strategy to unify efforts
across economic and national security,
national resilience, and supply chain sover-
eignty; anchored in a coherent national
vision and aligned with Australia’s long-term
interests.

Recommendation 4 (p.18) - Review national
security priorities to ensure maximum value
is obtained from the border, ensuring coherent
oversight, accountability, and strategic align-
ment across Australia’s national priorities.

Recommendation 6 (p.24) - Review
border-related legislative and policy frame-
works that underpin the design of digital
systems; to preserve data sovereignty, protect
privacy, uphold public trust and enable
system-wide data sharing, interoperability, and
coordinated decision-making.

Recommendation 7 (p.27) - Conduct a
national program of public research to
strengthen public confidence and legiti-
macy for border modernisation by assessing
community perceptions, expectations, and
trust thresholds concerning the use of data,
digital infrastructure, and Al-enabled decision
support.

Recommendation 3 (p.18) - Establish an
Expert Advisory Board to develop the National
Border Strategy, including the adoption of Al,
harnessing data, regulatory innovation, and
horizon scanning. The board should include
selected representatives from industry,
academia, and key departments and agen-
cies to ensure both innovation and practicality;
supporting and informing key decision-making
bodies.

Recommendation 8 (p.28) - Establish a
National Border Coordination Commit-
tee, bringing together the heads of key
departments and agencies (drawing on the
Expert Advisory Board as required) to shape
standards, prioritise risk, and oversee the
implementation of a strengthened federated
border.

Recommendation 5 (p.22) - Design a
blueprint for a National Border Visibil-
ity Platform as the digital backbone of
cross-portfolio border governance, enabling
shared situational awareness, policy imple-
mentation and performance monitoring,
coordinated prioritisation and timely opera-
tional decision-making. Working under the
leadership of the Expert Advisory Board,
and building on the Simplified Trade System
reform, this platform should incrementally
replace the Integrated Cargo System and
lawfully share data across government and
industry.

Recommendation 9 (p.29) - Establish a
National Border Investment Framework to
align approvals, investment decisions and the
national interest, supporting the transition
from episodic risk treatment to embedded
system-wide assurance. The framework should
drive prioritisation based on public value and
national security outcomes under the over-
sight of the National Border Coordination
Committee.

Recommendation 2 (p.14) - Conduct annual
border resilience exercises to test national
preparedness, inter-agency coordination, and
systemic response to both anticipated and
novel disruption scenarios at the border.



Introduction - what is a
border?

Dr Jim Chalmers, Treasurer of Australia, National Press Club address, 4 June 2025.

With 34,000 kilometres of coastline and an
ocean territory spanning 8.2 million square
kilometres,' as well as 31 designated interna-
tional airports,? and 39 international seaports
of entry,® Australia’s border is vast, complex,
and exposed.

Our border is a dynamic system that connects
us to the world while safeguarding our sover-
eignty, economy, and society. In a valedictory
address at the National Press Club in 2024, |
argued for border governance to evolve from
a reactive enforcement frame to that of a
strategic national asset, shaped by foresight,
orchestrated investment, and deeper inter-
agency coordination.* Today, the case for
that shift is far more pressing with globalisa-
tion and the global trading system as we have
known them increasingly breaking down®and
strategic competition intensifying.

The arguments for change that are put
forward in this paper are marked in many ways
by the weaponisation of trade, technology,
and supply chains. The response of several
other countries underscores this point; the
United Kingdom’s Integrated Review Refresh
(2023)¢ warns of these systems being increas-
ingly used as tools of statecraft, and Japan’s
National Security Strategy’ identifies vulnera-
bilities such as economic coercion and supply
chain fragility as being major security chal-
lenges and systemic risks within its expanded
conception of national security.

Australia likewise relies on access to global
markets, open and safe trade routes, and fast,
frictionless supply chains. Meanwhile, the
systems that underpin the global movement of
goods, people, capital, and data are now more
contested and fragile than at any time since
the Second World War. International borders,
the connective tissue between these systems,
have become theatres of contest: from cyber
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interference against critical systems and
sanctions enforcement to trade embargoes;
from critical goods chokepoints to the convey-
ance of grey zone threats. The question is not
only whether the border matters across these
domains, but whether our institutions can keep
pace with its evolution.

For a country so dependent on Indo-Pacific
trade flows, secure sea lanes and critical
imports, Australia’s border is much more than
a compliance checkpoint. It is where national
security, economic resilience, and sovereign
decision-making should converge if we are to
uphold our values and norms against a tide
of geopolitical change. How effectively we
preserve and harness our connections with the
world through trade and travel will determine
whether Australia’s economic advantages are
sustained or lost.

Viewed this way, beyond its important role in
preventing biosecurity risks and illegal migra-
tion, our border has effectively become a
strategic economic and national security asset
by default rather than design. But harnessing
its full value as such would require disciplined
investment in its maintenance, modernisation,
and governance.

Decades of relative global stability, globalisa-
tion, and a rules-based trading environment
have allowed border management to oper-
ate largely as discrete transactional functions
focused on facilitation and supported by
targeted, risk-based compliance and enforce-
ment. This model worked well and delivered
significant efficiencies, reflected in machinery
of government changes such as the consol-
idation of the Australian Quarantine and
Inspection Service within the Agriculture port-
folio, the establishment of the Anti-Dumping
Commission within the Industry portfolio, and
the establishment of the Australian Border



Force (ABF) as an integrated customs, immi-
gration and civil maritime security agency
within Home Affairs.

These arrangements were designed for a more
stable and predictable global environment
and are increasingly being strained by a new
set of conditions. Functional separation can
limit coordination in planning, investment, and
system design, reducing the border’s effec-
tiveness as a strategic policy lever; whether
responding to crises, emergent shifts in
national priorities, or supply chain disruption.

A modern border system can contribute more
directly to prosperity and resilience by creat-
ing shared visibility, reducing friction and risk
in cross-border trade and travel, enabling
smarter risk-based regulation, and directing
finite resources to where they have the great-
est effect. While the border should not be seen
as catch-all for managing all aspects of trade,
travel, and technology flows, it can provide
policy-makers with greater visibility, clearer
lines of sight for risk owners, and intervention
options that have greater precision and scale.

In the absence of a coordinated approach to
planning and reinvestment in border capa-
bility, the effectiveness and capacity of
Australia’s border to deliver security, effi-
ciency, and economic outcomes steadily
erodes. Departments and agencies continue
to invest within their individual mandates
and budget appropriations, with no system-
level mechanism to align priorities, sequence
investment or achieve phased modernisation.

The Aviation White Paper - Towards 2050
(2024)8 recognises aviation as being criti-
cal to Australia’s way of life and anticipates
sustained growth in passenger and cargo
volumes. It acknowledges the need for
ongoing investment in border security and
facilitation, and signals a future vision for a
more digital, contactless, and secure border
environment.

While necessarily aviation-specific, the White
Paper reflects a broader shift in how nationally
significant systems are being understood as
interdependent arrangements, which require
coordinated governance, long-term invest-
ment and clear oversight. Considered in this
light, the border is not simply a collection of
modal or portfolio-based responsibilities, but
a national capability in its own right.

In practice, the border brings together
customs, biosecurity, migration, traveller risk
management, aviation transport security, and
civil maritime security, and connects directly
with adjacent domains such as the digital
economy, financial intelligence, and supply
chain visibility. In recent decades, however,
national attention in Australia has tended to
concentrate more narrowly on immigration and
maritime enforcement, particularly Operation
Sovereign Borders.

At the same time, the economic consequences
of biosecurity breaches, whether to live-
stock, crops, or native ecosystems, continue
to underscore the critical role our border
plays in safeguarding agricultural exports and
economic wellbeing. These roles are interde-
pendent and require a broader approach to
border governance that is integrated, anticipa-
tory, and adaptive.

Today’s more turbulent and unpredictable
global environment is placing new demands
on border systems globally, requiring greater
agility and foresight. These are no longer
discretionary enhancements, but core require-
ments for national resilience. Achieving them
requires deliberate, long-term planning to
manage complexity and enable effective
whole-of-government coordination.

To maximise the public value derived from the
border, and from the investments made in it,
the border can be reimagined as a national
governance platform capable of providing
system-level visibility to inform policy and
support coordinated action. Framed this way,
the border can deliver assurance across the
system and equip decision-makers with the
tools they need to manage risk with greater
precision and confidence.

This paper considers how future operat-
ing models, supported by data and digital
infrastructure, Al-enabled decision support,
strengthened cross-portfolio coordination,
and new investment approaches could be used
to build a modern border that supports Austra-
lia’s national interests, every day and in crises.
It also envisages a border that commands
public confidence and is capable of managing
increasingly complex and dynamic risks over
time.



Redefining border security

Helen V. Milner, (2016), “Do Borders Play an Economic Role?”, Les Rencontres Economiques.

Borders can no longer be simply defined as
barriers, checkpoints, or interdiction activ-
ity. In an era of economic coercion, sanctions,
and strategic competition their strategic value
lies in their ability to operationalise national
security policy through trade, data, and regu-
latory controls. The effectiveness of modern
sanctions regimes - including those imposed
following Russia’s invasion of Ukraine - now
depends on customs systems, shipping data,
trade documentation, provenance visibility,
and financial transparency, much of which sits
at, or upstream of, the border.

Borders have evolved to become economic
control systems through which states give
operational effect to national security, foreign
policy, and economic objectives. The challenge
for governments, therefore, is to look beyond
the arrival of people and goods at the physi-
cal border and manage a border continuum
that begins where goods, travel, and migra-
tion originate. Border risk management is now
about far more than physical inspection; it
includes being able to reconcile complex and
sometimes contradictory data across global
trade and travel systems.

Sanctions enforcement and borders - Russian oil (2022-2025)

Since Russia’s invasion of Ukraine in 2022, Australia has imposed sanctions on Russia’s
energy exports® as part of a coordinated international response aimed at restricting reve-
nue flows and degrading Russia’s warfighting capacity. Beyond diplomatic intent, the
effectiveness of these instruments depends on the capability of border systems to verify
origin, ownership, routing, and financial settlement across global supply chains.

Independent analysis by the Centre for Research on Energy and Clean Air (CREA) indicates
that substantial volumes of Russian crude continue to reach global markets after being
refined in third countries and re-exported as petroleum products. This reflects a sanc-
tions evasion typology that involves blending, trans-shipment, refinery origin rules, layered
ownership structures and the use of cryptocurrency-based payment mechanisms, which
complicate enforcement.!®

The CREA estimates that since 2023, Australia has imported several million tonnes of
refined petroleum products derived from Russian crude. While the precise quantum is
contested, the case demonstrates the difficulty of establishing provenance through ship-
ping data, trade documentation, and refinery-based origin rules alone."

In November 2025, the Australian Senate referred the effectiveness of sanctions against
Russia to a Senate committee for enquiry. Evidence provided during Senate Estimates has
also clarified the structural limits of current border enforcement arrangements, with offi-
cials noting that while customs systems are designed to assess compliance at the port
of import, sanctions enforcement involves refinery origin rules, beneficial ownership, and
complex commercial settlement arrangements that often sit beyond the operational remit
of border agencies.”?

Taken together, the elements of this case illustrate a defining feature of contemporary
border management: when national security policy is pursued through economic and trade-
based instruments, the border becomes the primary operational arena in which that policy
is enforced. Its success relies heavily on the capacity of border systems to provide visibil-
ity; where that capacity is limited, even high-priority policies risk being undermined before
goods reach the physical border.
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Multiple reform efforts have occurred in recent
years that span border infrastructure, biose-
curity, migration, and trade. For instance, the
Simplified Trade System (STS),'® a microeco-
nomic reform established within the Trade
portfolio with oversight from a tripartite
ministerial group. While STS governance
arrangements reflected a broad recognition
of the need for reform, progress has been
difficult to sustain over time. Beyond the port-
folios of its three sponsoring ministers, limited
attention was given to aligning policy intent,
funding, and sequencing across government.

Australia’s economic prosperity and secu-
rity are heavily dependent on open maritime
and aviation trade routes, including for criti-
cal goods that move through complex global
supply chains.* There is an inherent tension
between maintaining economic openness
and increasingly robust risk management
at our sea and airports, and that tension is
increasingly being exploited, with some states
seeking to leverage dependencies in global
transportation and financial systems.” Those
same systems are also where vulnerabilities
in critical infrastructure, cyber networks, and
dual-use commercial technologies intersect,
further raising the stakes for how the border is
governed and secured.

Identifying and mitigating risk, as far offshore
as possible, is now an accepted expecta-
tion of modern border management. Meeting
that expectation will increasingly demand an
approach that surfaces risk within the vast
amounts of data generated across traveller
and goods flows. This is particularly import-
ant at the seams between systems, actors, and
jurisdictions, where regulatory gaps create
the greatest opportunity for criminal arbitrage
and grey zone activity. Achieving this demands
more than piecemeal enhancements.

The border is better understood when viewed
as a dynamic interface where global value
chains (discussed at Section 3.1), contested
geopolitical environments and emerging
threats converge. Many contemporary risks,
including organised crime and modern slav-
ery, depend on being hidden within legitimate
trade and travel channels.

Increasingly, global supply and value chains
are also being used by states, and their crim-
inal proxies, to undertake nefarious activity
and obscure attribution, circumvent sanctions,

or exert economic or political power beneath
the threshold of armed conflict. Grey zone
activity falls between the traditional war and
peace duality and often involves ambiguity
and opacity of the parties involved.'® Its use
has been regularly flagged by European secu-
rity and intelligence leaders and demonstrates
how borders have become central arenas for
economic coercion, regulatory arbitrage, and
strategic competition.

Delivering coherence across such a system,
through coordinated governance, foresight,
and enforcement, is no longer solely about
efficiencies. It is central to improving system
performance and assurance, and to strength-
ening Australia’s future national resilience by:

improving economic performance through
smarter, more agile processes that reduce
friction for low-risk trade and travel while
focusing compliance effort where it
matters most

aligning economic, foreign and national
security policy in key areas by ensuring
that instruments such as free-trade agree-
ments, sanctions, export controls, and
supply-chain integrity can be monitored
and implemented effectively at the border

keeping pace with cross-border threats
that are increasingly diffuse, digitally
enabled, and deliberately ambiguous.

The case for having a long-term strategy
for our border, on both economic security
and national security grounds, continues to
strengthen. The development of such a strat-
egy is a key recommendation of this paper.

Recommendation 1

Develop a National Border Strategy to unify
efforts across economic and national security,
national resilience, and supply chain sover-
eignty; anchored in a coherent national vision
and aligned with Australia’s long-term interests.

A border strategy is a central mechanism
through which governments give operational
effect to economic security policy, whether
protecting critical supply chains, enforc-
ing sanctions, or responding to coercive
trade measures. As economic security policy



increasingly relies on trade, investment, and
supply-chain controls, the border becomes a
point at which such policy can succeed or fail
in practice.

Australia’s border, along with its infrastructure
and systems, are critical for our economy, with
immense volumes of trade, travel, and data
flowing each year. In 2021-22, Australian ports
handled over 8.6 million TEU (Twenty-Foot
Equivalent Unit) containers,” the Integrated
Cargo System (ICS), Australia’s 25-year-old
digital cargo platform, processed more than 1
billion transactions, and international trade in
goods and services exceeded AS1.2 trillion®.
These volumes highlight the nature of the
challenge for Australia’s border agencies, and
the forecast is for ongoing growth in trade and
travel volumes, a demand for more speed and
less regulatory friction, and a worsening threat
outlook. Just as prosperity crosses our border
and into our economy, so do supply chain risks,
international obligations, and geopolitical
pressures.

This has significant implications for how the
border is governed and modernised, and for
the level of assurance Australia can real-
istically achieve under current operational
settings. To illustrate this point, the abil-
ity to X-ray sea cargo containers remains an
important but inherently limited component
of border risk management. It occurs at the
point of import and is applied to a very small,
targeted subset of containers. Whilst this
operating model delivers significant oper-
ational outcomes, it was never designed to
provide assurance across Australia’s increas-
ingly complex supply chains.

As trade volumes, regulatory complexity and
threats continue to grow, a border operating
model that relies heavily on such low physi-
cal inspection coverage at the point of arrival,
however well targeted, cannot deliver the level
of visibility and confidence now required. The
challenge here is one of system design: align-
ing the operating model, digital infrastructure,
and policy settings to manage risk across the
entire border continuum.

The cumulative cost of goods and people
crossing borders can be substantial. Interme-
diate goods often transit several jurisdictions,
and each step adds friction through regulatory
barriers, compliance obligations, and layered

documentation. Without effective facilita-
tion, these costs compound and, in the case of
trade, are described by the OECD as producing
a tariff amplification effect.’® As more strin-
gent passenger controls and visa requirements
are introduced, a similar dynamic is becoming
evident across traveller pathways.

But it is possible to mitigate many of these
inefficiencies even in today’s more turbulent
environment, provided we have good visi-
bility across our supply chains and traveller
pathways. As a practical example, the Austra-
lian Trusted Trader (ATT) Program? could be
significantly scaled and modernised through
stronger digital risk stratification to better
reflect differences in risk across goods and
routes and the role, behaviour, and compliance
maturity of the entities being accredited.

Such a model would enable clearances to
be increasingly automated for demonstra-
bly low-risk operators, with regulatory and
enforcement intervention being focused on
traders, supply chains, and intermediaries that
present high or uncertain risk. Whilst lower-
ing friction for compliant trade, this would also
strengthen system-wide assurance.

A border can also be configured to reduce
a nation’s vulnerability to economic coer-
cion, including tariffs, trade embargoes, and
disruptions in critical supply chains. Australia’s
experience in 2020, when China imposed puni-
tive trade measures across key export sectors,
revealed how asymmetric economic coercion
exploits opacity, concentration, and dependen-
cies within global trade. Australia mitigated
the impact by redirecting exports and building
new markets, but analysts have since warned
that resilience may be more strained under
future, more coordinated or sustained coercive
action.?

Responding in such circumstances takes time,
coordination and policy flexibility. Border
capability has a role to play because it is the
point at which trade policy, market access,
regulatory controls, and supply chain intelli-
gence are given operational effect. Real-time
supply and value chain visibility enable earlier
detection of risk exposure, more precise
calibration of responses, and faster policy
implementation, whether that involves rerout-
ing trade, managing exemptions or compliance
requirements, supporting diversification,



or enforcing countermeasures. In turn, this
demands an adaptive border system with real-
time data and intelligence-sharing capabilities.

However, such an approach is constrained by
current thinking, operating models, legacy
systems, loosely coordinated governance, and
siloed reforms. Without a unifying, future-fo-
cused approach to modernising our border as
a system, ambitious reform initiatives such as
the STS may continue to stall or deliver partial
benefit (discussed further at Section 3.1).

Comparable jurisdictions are taking the
initiative in various ways; data legislation,
operational Al, and national security screen-
ing are all being advanced, but the direction
of travel is consistent. For instance, the UK’s
2025 UK Border Strategy?? explicitly treats the
border as a platform for economic resilience,
national security, and data-driven gover-
nance, describing “data sitting at the heart
of the operation of the border” and commit-
ting to new border data legislation to allow for
more effective sharing of information between
public and private entities. Singapore is intro-
ducing Al-assisted border screening and is
integrating its digital architecture with new
port infrastructure.?® The US?* and Japan?®®
have codified supply chain resilience and dual-
use technology screening as being central to
their national security strategies. Without a
comparable shift, Australia risks falling behind
by treating our border as a bureaucratic perim-
eter, while others leverage theirs as a source of
strategic advantage.

As economic security becomes more central
to defending sovereignty, managing criti-
cal dependencies and projecting influence,
its integration with national security is being
institutionalised across many major econo-
mies. Japan’s Economic Security Promotion
Act prioritises technological sovereignty;?®
the EU’s 2023 Economic Security Strategy,?’
South Korea’s National Security Strategy,?®
and the UK’s dual-use screening and invest-
ment controls?® reflect similar shifts. In the
US, economic tools ranging from supply-
chain controls to investment screening have
become central to the National Security Strat-
egy.’® Many of these strategies necessarily

focus on specific industrial sectors, classes
of asset, and technologies. However, they can
overlook the infrastructure through which risk
is transmitted, such as air and seaports, and
associated logistics networks.

It follows that modern, well-managed, borders
are critical to the success of economic security
strategies. But they often remain underlever-
aged and, as economic security policies move
towards implementation, governments are
increasingly compelled to focus on operational
levers that deliver the greatest impact. Gaining
earlier visibility and greater control over the
movement of goods, people, and data cross-
ing the border is therefore central to effective
economic security policy. While such measures
may sometimes be perceived as protectionist,
they are a necessary response to global vola-
tility, coercion and strategic competition.

In recent years Australia has established the
Office of Supply Chain Resilience, developed
strategies around critical minerals and critical
technologies, enhanced foreign investment
scrutiny, and established the Cyber and Infra-
structure Security Centre (CISC). These are all
important steps in strengthening our economic
security, but they appear largely unconnected.
It is also noteworthy that the border is not
integrated within the governance frameworks
that underpin these initiatives and that with-
out such, we are unable develop the border to
its full potential as a strategic economic and
national security asset. This paper returns to
this theme in Section 5.

Developing the border as a platform for
economic statecraft requires designing it in
ways that translate Australia’s broader policy
goals into operational effect. To do so would
involve creating:

real-time visibility across the system

intelligence-led, cross-agency regulation
and enforcement

alignment of trade, investment, and secu-
rity controls.

Put simply, the border must shift from manag-
ing flows to proactively shaping them in
Australia’s economic interests.



The complexity and ambiguity of the threats at
our border are unprecedented in the modern
border management era, and the outlook
is generally worsening. Nor are traditional
risks such as people smuggling or drug traf-
ficking reducing. In addition, the strategic
manipulation of global supply chains requires
attention as state and non-state actors exploit
regulatory gaps, digital vulnerabilities, and
jurisdictional complexity to exert influence and
evade detection.®

Data networks, digital financial systems,
and legal loopholes are being used to trans-
fer money, technology, and influence across
borders undetected. Even the risks posed by
shipping containers are changing,®*;%® dual-
use technologies, cyber-physical devices, and
remote-operated platforms are blurring the
distinction between licit and illicit flows.

The crypto economy is further complicating
this picture, with criminals being enthusias-
tic adopters at scale. Global cryptocurrency
market capitalisation exceeded USS3.5 trillion
in the second quarter of 2025,%* underscor-
ing its rapid emergence as one of the world’s
largest financial ecosystems. This expansion
has effectively pushed the financial system’s
perimeter beyond the reach of traditional regu-
latory methods.

Relevantly, the United Nations estimates that
2-5 per cent of global gross domestic product
(GDP) is laundered annually,®® with a mate-
rial share of that activity being trade-based
money laundering (TBML). TBML involves
disguising illicit proceeds through the misrep-
resentation of trade transactions, such as
falsified invoices, over- or under-valuation of
goods, and phantom shipments. It remains an
enduring risk for customs and border manage-
ment because it exploits systems designed to
facilitate legitimate trade.

To put the scale of this challenge into an
Australian perspective, the lllicit Tobacco and
E-Cigarette Commissioner (ITEC) estimates

that the combined illicit tobacco and e-cig-
arette market in Australia is worth between
AS5.7 billion and AS$8.5 billion annually, with
foregone excise revenue estimated at up to
AS11.8 billion in 2024-2025. This places illicit
tobacco and vaping products among the
country’s largest single sources of criminal
proceeds.

While precise data is limited, it is reasonable to
assume that a significant share of these prof-
its is retained by TSOC groups and laundered
through a combination of cash-based activ-
ity, underground banking, and increasingly
digital value-transfer methodologies. Sepa-
rately, international typologies and reporting
now point to an emerging risk;®” the ability of
criminal networks to convert cash into cryp-
to-assets, move value offshore outside
regulated financial systems, and use those
assets to settle payment for otherwise legiti-
mate goods that are subsequently able to be
imported to Australia or other countries. This
form of crypto-enabled trade-based money
laundering does not replace traditional TBML
techniques, rather, it allows the financial
settlement layer to be hidden from regulatory
reach. It also exposes a critical gap between
financial surveillance and border management
systems, complicating detection and challeng-
ing border risk and targeting models.

Notwithstanding the threat picture, what
is clear in practice is that border agencies
are required to live within their means. In an
environment of ongoing fiscal pressure and
competing national priorities, simply employ-
ing more officers or undertaking more physical
inspections of cargo is not the answer. The
limiting factor is not effort or intent, but the
operating model.

While current figures on container examination
coverage are not published in consolidated
form, historical audits provide a useful bench-
mark. An Australian National Audit Office
(ANAO) report in 2004-0538 found that
Customs was able to examine up to around
7 per cent of sea cargo containers, at a time
when total container volumes and supply chain
complexity were a fraction of today’s levels.



Since then, containerised trade volumes
and supply chain throughput have increased
dramatically,3® while container examination
capability has not expanded at anywhere
near the same rate. On a conservative order of
magnitude basis, this suggests that well below
one per cent of inbound sea containers are
now subjected to an X-ray examination. This
is not a criticism but a structural constraint, in
that inspection capacity has not scaled with
trade volume. The policy question, therefore,
is not only whether border agencies are able
to target effectively within this constraint, but
whether the constraint is strategically tenable.

If that constraint is accepted, border manage-
ment becomes compelled to shift even more
quickly towards earlier and more precise
management of risk. Being able to monitor,
respond to, and anticipate the threat land-
scape demands agile systems, real-time data
sharing, collaborative targeting, and ongo-

ing analytics that can detect anomalies, trace
origin points, and help to neutralise threats
before they materialise. Traditional models of
border risk management will not serve Austra-
lia well in the coming years, with waves of
layered, ambiguous, and fast-moving threats
heading our way. Success depends very much
on our ability to see, understand, and respond
in real time.

Recommendation 2

Conduct annual border resilience exercises
to test national preparedness, inter-agency
coordination, and systemic response to both
anticipated and novel disruption scenarios at
the border.

Spotlight: emerging threats and exercise scenarios

Autonomous submersibles and ‘black flights’

Small, uncrewed aerial and maritime platforms are increasingly being used to transport
illicit goods and people across borders. In bypassing established surveillance and enforce-
ment infrastructure, they complicate attribution, interdiction, and deterrence.

Containerised weapon systems and dual-use cargo

Military-grade payloads can be concealed within otherwise legitimate commercial cargo.
Ukraine’s Operation Spiders Web revealed how such systems may be pre-positioned within
adversary territory, exploiting under-screened supply chains and commercial transport
routes.

Crypto-enabled Trade-Based Money Laundering (TBML)

As the crypto economy grows, criminal networks are increasingly able to obscure owner-
ship, origin and purpose of cross-border transactions. When combined with trade, this
enables illicit value to be laundered through legitimate goods movements with limited
visibility.

Cyber-physical systems embedded in trade

Legitimate goods, including Internet of Things-enabled machinery, software-defined tools,
and dual-use components may be exploited for sabotage, surveillance, or disruption of
border operations and critical infrastructure, often without detection until operational use.




Effective border strategy requires foresight
and preparedness. Prior to the COVID-19
pandemic, Commonwealth and state agen-
cies conducted a desktop exercise based
on a pandemic/Australian port scenario, but
in the absence of the ABF or Home Affairs.
When the Ruby Princess cruise ship arrived
in Sydney during the pandemic, gaps in
shared assumptions, rehearsed coordination,
and clear accountabilities were laid bare. A
Special Commission of Enquiry*® and subse-
quent reviews found fragmented coordination
and unclear accountabilities, underscoring
the consequences of inadequate prepared-
ness. These lessons are directly relevant to
contemporary border risks where complexity,
ambiguity, and cross-cutting dependencies
are the norm.

There is a strong case for regular testing of
Australia’s border preparedness. Current
and emerging threats are sufficiently seri-
ous to warrant assumptions about data
access, decision authorities, and coordina-
tion mechanisms being tested before crises
occur. These threats generate border risks
characterised by complexity, ambiguity, and
cross-cutting dependencies that cannot be
resolved in real-time during a crisis. Annual,
cross-jurisdictional border resilience exercises
provide a practical way of doing so, strength-
ening readiness, clarifying accountabilities,
and informing national risk planning.
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Jake Sullivan, US National Security Advisor (2023), Remarks at the Brookings Institution.

From the end of the Second World War until
recently, trade was largely stable and open,
under the auspices of multilateral economic
structures including the International Mone-
tary Fund, the World Bank, and from 1995 the
World Trade Organization. It followed logi-
cally that the role of customs at the border be
streamlined to facilitate the efficient and open
movement of goods. Border infrastructure,
technology, and regulation were also designed
to support globalisation.

A sequence of events revealed vulnerabilities
in this system including 9/11, the 2008 Global
Financial Crisis, the emergence of China’s
Belt and Road Initiative, and the COVID-19
pandemic. Today, that system of rules is frac-
turing®and rivalry between the US and China
has turned trade into a geopolitical contest.

Trade wars, economic sanctions, export
controls, and restrictions on critical minerals
and dual-use technologies are now common-
place. They are also elevating the importance
of border management in supporting national
strategy. Border operations should ideally
enact, with precision and speed, the intent
of national policy and policy changes. This
applies on a day-to-day basis and for larger
policy shifts, such as responding to sudden
changes in tariff rates, ensuring compliance
with trade agreements, or implementing digital
sovereignty frameworks such as the European
Union’s General Data Protection Regulation
(GDPR).# Consequently, governments and
industry alike are increasingly concerned
about compliance pressures and need a higher
degree of assurance about what exactly is
crossing their borders and supply chains, and
why.

Previous sections in this paper have made a
case for Australia to modernise its border as
a strategic platform for economic and national
security benefits. With relevant responsi-
bilities being split across portfolios, legacy
systems that are ill-suited to real-time threat
environments, and cross-sector coordination
being largely ad hoc, commissioning work
to examine the benefits of integrated gover-

nance and fit-for-purpose digital infrastructure
appears sensible. It is not a race, but it is worth
asking whether Australia risks being outpaced
by other comparable nations that are already
treating their borders as engines of geopolit-
ical leverage, technological innovation, and
supply chain control; and whether it matters.

Much of today’s approach to managing the
border remains based on long-held assump-
tions from a previous era; uninterrupted trade,
stable geopolitical relationships, and narrow
compliance mandates. We prioritise volumet-
ric throughput and administrative efficiency,
which is unsuited to a world drifting quickly
towards strategic ambiguity, geopolitical
turbulence, and protectionism. That drift is
also bringing more economic coercion, supply
chain disruption and grey zone threats into
the frame. To cope, a modern border has to
function as an integrated system that can
see, think, and act across border domains
and threats. Without change, our visibility
remains siloed, our collaboration reactive, and
our national priorities interpreted differently
across portfolios.

Gaps in connective governance are evident
across many cross-cutting aspects of border
management, resulting in missed oppor-
tunities and requiring industry to navigate
multiple, often disjointed, regulatory touch-
points across government. The STS, intended
to remedy some of these issues, was designed
and introduced in the 2020/21 Budget. It is a
high-potential reform, but by the end of my
tenure as ABF Commissioner, in late 2024, it
had made little progress. The STS was ably
led by the Trade portfolio, in collaboration with
Home Affairs (ABF) and Agriculture. It aims to
streamline and modernise cross-border trade,
including the replacement of the ageing Inte-
grated Cargo System (ICS) with a modern
“single-window” digital platform. It was an
ambitious undertaking with over 32 federal
agencies, 145 ICT systems, and more than 200
regulatory instruments in scope.*?



However, the STS reform lacked central deliv-
ery authority. There was no driving role for
the Department of Prime Minister & Cabi-
net (PM&C) or the Treasury, and it sat outside
the oversight of the Secretaries Committee
on National Security. Whilst a cross-govern-
ment taskforce was established within the
Trade portfolio, without institutional back-
ing from the central departments, it gained
limited authority and momentum. In 2024 the
STS Taskforce was absorbed into Austrade.
Over time the original ambition was reduced,
from whole-of-border transformation to modi-
fied trade facilitation; the latter being more

suited to the bygone era of stable trade and
globalisation.

This highlights a broader governance gap.
Australia lacks a standing mechanism respon-
sible for maintaining a systems view of the
border over time. Without such a function,
even the most promising border reform initia-
tives are vulnerable to portfolio capture, loss
of momentum, and a gradual narrowing of
ambition as priorities shift. Exercises and
reforms may occur, but their lessons are not
consistently retained, integrated, or translated
into the ongoing system design.

From disruption to insight

gains.

Operation Jardena*® was conceived with a deliberately different purpose to many earlier
border taskforces. While it involved targeted operational activity, its primary objective went
beyond interdiction or prosecution. Jardena was designed to treat operational activity as a
means of generating intelligence about how the border system itself was being exploited,
and how policy, regulatory settings and operating models might need to change as a result.
In that sense, operational disruption and system learning were equally important outcomes.

Seizures and arrests mattered, but so did understanding how criminal groups had
embedded themselves within legitimate trade flows, how border controls were being
circumvented, and why intelligence and risk systems had failed to surface these vulner-
abilities earlier. Jardena functioned as both an enforcement tool and diagnostic exercise,
deliberately probing the border as a system.

Unlike many earlier taskforces that delivered important tactical outcomes without enduring
change, Jardena was explicitly border-centric and grounded in customs authorities under
the Customs Act, operating in close coordination with the Australian Federal Police and
other domestic partners. Its focus extended beyond individual offences to the trade, logis-
tics, and financial mechanisms that enabled illicit activity to thrive at scale, and it fed those
insights back into operational, compliance, and policy settings.

Crucially, Jardena revealed that many of the risks confronting Australia’s border were
systemic and transnational. The vulnerabilities being exploited were shaped by global
supply chains, uneven regulatory regimes, and fragmented data visibility, and could not be
addressed through domestic enforcement alone.

These insights directly informed the development of Operation Tin Can,** which extended
Jardena’s logic into a multi-lateral context through the World Customs Organization and
engagement with key international partners. Tin Can demonstrated how border agencies,
industry, and international counterparts could lawfully combine data, intelligence, and
operational insights to detect risk earlier, disrupt criminal networks further upstream, and
improve targeting accuracy and the precision of physical inspections at the border.

What was missing, however, was not operational success, but an enduring mechanism to
retain insight, drive reform, and translate learning into sustained capability. Like earlier
taskforces, Jardena and Tin Can were time-limited. This underscores a central lesson for
modern border management: lasting strategic impact does not emerge from episodic
enforcement surges, but from capturing learning and translating operational experience
into system reform. Without this, even successful interventions deliver only temporary




Recommendation 3

Establish an Expert Advisory Board to develop
the National Border Strategy, including the
adoption of Al, harnessing data, regulatory inno-
vation and horizon scanning. The board should
include selected representatives from industry,
academia, and key departments and agencies to
ensure both innovation and practicality; support-
ing and informing key decision-making bodies.

To sustain reform, Australia needs an enduring
mechanism to retain institutional learning and
apply it over time. An Expert Advisory Board
would provide that continuity, linking subject
matter expertise and operational insight to
strategic planning, technology adoption, and
investment decisions. The vignette above
illustrates the point: border operations can
be deliberately designed not only to disrupt
threats, but to generate system-level learning
that drives lasting reform.

The experience of Jardena and Tin Can is not
typical of how border challenges are handled.
For many years, managing the border has been
widely treated as an extension of TSOC, with
both framed as a single national security prior-
ity. There is no doubt that this approach has
delivered important enforcement outcomes,
but it has also constrained how the border
is understood, narrowing attention to crimi-
nal interdiction at the expense of its broader
functions and strategic value. By viewing the
border primarily through the lens of criminal
commodities, Australia has underutilised its
potential as an instrument of economic resil-
ience, regulatory control, and geopolitical
influence.

This crime-centric frame has also rein-
forced institutional siloes and, if it persists,
will constrain Australia’s ability to respond
to emerging risks. Threats such as foreign
interference, coercive trade practices, digi-
tal sabotage, and biosecurity can increasingly
bypass traditional border enforcement
models. When border policy is subordinated
to a narrow law enforcement construct, these
risks remain under-prioritised, fragmented, or
addressed elsewhere in government without a
coherent border strategy.

Recommendation 4

Review national security priorities to ensure
maximum value is obtained from the border,
ensuring coherent oversight, accountability, and
strategic alignment across Australia’s national
priorities.

Additionally, the border increasingly inter-
sects with adjacent government functions,
from customs and immigration to cyber-
security, from critical infrastructure to the
regulation of data, and from health and biose-
curity to finance. Reforms such as the Security
of Critical Infrastructure Act (the SOCI Act),*®
the creation of the CISC*% and new obliga-
tions relating to supply chain and cyber risk
management, reflect a broader national shift
toward the kind of integrated economic and
security policy that this paper advocates. Yet
border policy and governance remain largely
siloed and absent from many of the integration
efforts that are shaping Australia’s national
resilience agenda.

To initiate a necessary shift in perspective,
this paper recommends that Australia recog-
nises the border as a stand-alone national
security and economic priority. This is not a
call for a structural reorganisation, but delib-
erate signalling to ensure that border policy is
treated as a strategic system in its own right,
rather than a subordinate function of law
enforcement or trade facilitation. Without this
clarity at the highest level, border governance
will remain disconnected from broader policy
settings, limiting Australia’s ability to antici-
pate, absorb, and respond to systemic risk.

To support and enable the evolution of border
governance, consideration could also be given
to leveraging Australia’s international alli-
ances, such as the Quadrilateral Security
Dialogue, AUKUS, and Strategic Comprehen-
sive Partnerships, to develop technologies,
digital standards and data sharing mecha-
nisms for trade and travel. The next section
examines how such a shift in governance
and ambition can be operationalised through
federated systems, shared data architectures,
and coordinated decision-making frameworks.



Federated learning systems:
an architecture for modern
border governance

“If we want things to stay as they are, things will have to

change.”

Giuseppe Tomasi di Lampedusa, The Leopard (Il Gattopardo), 1958.

This paradox now confronts border gover-
nance: preserving sovereignty, security, and
public confidence requires deliberate moderni-
sation. A rethink of Australia’s approach to
border governance is fast becoming unavoid-
able. Technology is rapidly evolving and
becoming embedded across global trade,
travel, and logistics systems. Advanced analyt-
ics, Al, digital twins, and autonomous systems
are changing the way risk is identified, deci-
sions are made and operational interventions
are applied across complex systems. These
changes are moving faster than our current
ability to govern their use.

Many of these technologies are already being
deployed at borders by some countries, and
the gquestions facing Australia are less about
whether they will be used at the border, and
more about when and how. The choices we
make about system architecture, data shar-
ing and governance will determine whether
such tools enhance sovereignty, public trust,
and resilience, or erode them. Delay is also
potentially costly, allowing operating models,
standards, and dependencies to be set else-
where, diminishing Australia’s regional
influence and strategic choices.

There is no settled answer as to how modern
border systems should be configured, and a
host of variables exist for individual countries
to consider. Different architectures present
different trade-offs between scale, control,
agility, and trust, particularly in large-scale
distributed systems where authority, data, and
decision-making cannot be fully centralised.*’

Centralised data lakes offer powerful analyt-
ics but raise sovereignty, privacy, and security
concerns.*® Intelligence fusion centres can
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foster coordination but are resource-intensive
and difficult to scale.*® SaaS (Software as a
Service) solutions are widely available, making
it easier to deploy Al across groups of stake-
holders, but Al governance is still evolving, and
concerns persist regarding data sovereignty,
control, and assurance.®°

Nevertheless, viable options are emerging,
and some are already operating in sectors
facing similar complexity and risk, including
healthcare, financial intelligence, and global
trade analytics. This section examines one
such option, federated learning systems, not
as a panacea, but as a practical architecture
designed to enable collaboration, scale, and
insight without centralising control.

Federated learning is a machine learning
approach in which models are trained across
multiple decentralised datasets, without pool-
ing the underlying data in a single location.
Rather than sharing raw data, participants
exchange model parameters and updates,
allowing collaborative analytics while
preserving privacy, legal control, and data
sovereignty.®

Given the scale and complexity of border
systems, machine learning is likely to play an
increasing role in automated risk detection and
decision support. The discussion of federated
learning systems in this paper is not intended
to advocate a single technical solution. Rather,
it describes a distributed, privacy-preserving
architecture that maintains sovereignty and
legal control while making it feasible to deploy
advanced analytics, including federated
machine learning, across end-to-end trade and
travel systems, improving detection, targeting
precision, and system performance.
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Federated learning systems are demonstrat-
ing tangible results in both commercial and
government border-related settings. Their
potential value lies in their ability to illuminate
economic and logistics activity across borders,
including global value chains - the functional
integration and coordination of internationally
dispersed activities required to bring a prod-
uct or service from its initial conception to its
final end use.®? This visibility spans production,
ownership, trade, transport, compliance, and
transformation of goods from true origin to
end use.?® Together, this provides a high-value
operational lens and points the way towards
what an expanded federated border system
could achieve.

Mapping these and other data sets with
customs and biosecurity data, in real time,
and applying machine learning models across
them, offers a pathway to producing highly
valuable insights for operationally and stra-
tegically managing our border. Digital cargo
screening images, customs declarations,
geospatial, and other data from supply chain
sensors, blockchain-derived risk scores, finan-
cial flows, and biosecurity alerts could all be
encompassed. The focus would not just be
on sharing insight, but also on early detec-
tion, prevention and disruption: where, how,
and when to target intervention for maximum
effect.

This section uses federated learning systems
as shorthand for a distributed, privacy-pre-
serving architecture with the functions and
attributes needed to enable lawful collabo-
ration and shared situational awareness at
scale; highlighting the limits of agency-cen-
tric targeting models, which remain poorly
equipped to integrate such data.

Australia’s border systems have performed
effectively in an era of relatively stable trade,
predictable flows and transactional risk.
As discussed earlier in this paper, the most
consequential and contemporary threats no
longer fit this profile, nor are they visible within
today’s agency-centric targeting models. They

sit within, and often between, financial, logis-
tical, digital, and human systems that current
targeting approaches were never designed to
see.

Australia’s border-targeting approach is
designed to identify anomalies at the point
of declaration, import, or arrival in an environ-
ment of relatively bounded threats and linear
supply chains. This model has delivered strong
results, but recent case studies expose its
limits, particularly when confronting contem-
porary risks.

The Cabestro excise drawback scheme, which
involved fraudulent claims for excise refunds
and is estimated to have cost the Common-
wealth more than AS250 million,5* was not
detected through targeting systems. Instead,
the scheme came to light only after diligent
officers identified anomalous claims patterns,
by which point hundreds of millions of dollars
had been paid. The activity exploited regu-
latory and financial pathways, as well as
container export logistics, a domain that is
rarely screened, leaving such large-scale
frauds largely invisible to conventional
targeting.

By contrast, the trusted insider threats
exposed through the AFP’s covert Opera-
tion Ironside,®® and subsequently addressed
through Operation Jardena, revealed further
significant border vulnerabilities. Insider
access was being systematically used to
bypass risk profiling and inspection regimes,
exploit regulatory gaps, and neutralise detec-
tion capabilities that assumed good faith
within accredited border environments.

In both cases the challenge was not effort
or intent, but architecture. These significant
risks, that in some ways mattered the most,
lay beyond what a checkpoint-centric, agen-
cy-bounded targeting model is designed to
see.

These cases also underscore how modern
border risks are increasingly embedded
within systems, or merge across systems,
and cannot be managed through targeting
models designed for isolated transactions and
discrete jurisdictions.



These limitations have prompted experimen-
tation with new approaches to targeting,
extending beyond national borders and
agency silos. Operation Tin Can demonstrated
how like-minded customs administrations and
industry partners could share risk signals and
data, and coordinate targeting virtually, while
retaining control over their data and legal
authorities. Led by the ABF in partnership with
the World Customs Organization, the six-week
operation brought together 58 national
customs authorities and several of the world’s
largest logistics providers to target insider-en-
abled narcotics concealment in containerised
cargo. Reliance on centralised databases and
uniform legal frameworks was minimised, and
partners retained control of their data and
operations while contributing risk signals to
the shared intelligence picture. The power of
distributed triage was to enable each partner
to focus on the highest-value anomalies with-
out swamping their systems.

Domestically, these insights also informed
the evolution of the Targeting 2.0 concept
within the ABF.%¢ While a significant advance,
those models still remain fundamentally
agency-centric and insufficient for the
cross-sector, cross-border risks now confront-
ing the border system.

The implication is not just that existing target-
ing approaches are mismatched to the scale
of the task, but that building the required
data environment to address contemporary
risks within a single agency would be inef-
ficient and inappropriate. The utility of such
an architecture is inherently cross-cutting,
extending across economic security, national
security, national resilience, crisis and emer-
gency management, biosecurity, and law
enforcement. It demands a different institu-
tional design.

Importantly, many foundations for a federated
system already exist, within legislative instru-
ments such as the SOCI Act, collaborative
models such as AUSTRAC's Fintel Alliance,%”
and multi-agency coordination hubs such as
the CISC and National Emergency Manage-
ment Agency. What’s missing is a unifying
framework to align data, mandates, and deci-

sion-making across the system as these
foundations remain largely unconnected.

In a world that is becoming more fragmented
and data-rich, no single agency can even
remotely see the full picture, let alone ingest
and analyse all relevant information. To derive
insight and value at the scale of global trade
and travel, as well as contemporary threats,
algorithms may have to move to where data
resides, whilst maintaining confidentiality and
data sovereignty, and enabling distributed
decision-making across trusted partners.

Managing risk at this scale requires a
fundamentally different architecture from
agency-centric systems. Today’s reality is
that our agencies and industry partners
operate with distinct mandates and data
regimes, and often act together, but with-
out shared systems, protocols, or a common
operating picture; despite some steps being
taken to harmonise systems and improve
interoperability.

Digital trade infrastructures have been
explored for several years®® and highlight
why, and how, border agencies should be able
to access and act on trusted supply chain
data. The concept of data pipelines envi-
sions secure, real-time streams of logistics
information flowing between stakeholders,
accelerating coordination and risk assess-
ment. Whilst an improvement, pipelines of
data in and of themselves will fail to deliver
full advantage without some level of integra-
tion across portfolios and sectors.

Historically, governments have tended to meet
complexity by centralising control, through
portfolio restructuring, aggregating data,
or building command hierarchies. The risk
context today is defined by rapid change, data
silos, and resource constraints. Abandoning
command structures in operational agencies
would be imprudent, but we will need to find
ways to manage systemic risk with greater
agility, precision, and coordination.

Federated systems offer one such approach.
They are both a governance and technical
model, which allow a broader group of partici-



legal control, and data sovereignty.®

centralisation.

Spotlight: federated learning in medical imaging

Federated learning is already used in healthcare to train Al models on sensitive medical
images (CT scans, MRI, and X-Rays) across multiple hospitals without sharing patient data.
Models are trained locally and only algorithmic updates are exchanged, preserving privacy,

Importantly this model operates within some of the most stringent regulatory and ethical
frameworks in use today, while still delivering high-accuracy analytics across distributed
datasets.?° [t demonstrates that sensitive, high-value data can be analysed at scale without

The relevance to border governance lies in institutional design: data remains with its lawful
owner, while insight is shared to support coordinated decision-making.

pants to access and analyse more data without
pooling it, to collaborate more quickly, and
to interpret and respond without duplicating
effort or breaching confidentiality. Author-
ity and data remain with participants, while
shared alerts and analytical outputs support
coordinated action.

While not a panacea, it could represent a
step-change in capability. First, by unlocking
the high value of data held by industry and
international partners, and integrating it with
domestic intelligence and regulatory holdings
to generate actionable foresight, benefit-
ing national agility and resilience. Second,
when enabled by Al and machine learning, it
would shrink the immense volume of move-
ments and transactions across our border,
improving regulatory efficiency and targeting
precision. Third, it would reduce costly friction
in legitimate supply chains, with less wasted
inspection effort, better utilisation of scarce
resources, and benefits flowing directly to
exporters, importers, and the wider economy.
Such an architecture could also support appro-
priately governed automation in risk detection
and decision-making.

For Australia, the practical relevance of feder-
ated learning is clear. A cloud-native, layered
architecture that integrates operational, regu-
latory, and industry data in real time alongside
intelligence feeds would not just be a technol-
ogy upgrade. It would represent a foundational
element of national resilience, enabling earlier
risk detection, more precise intervention, and
enhanced coordination, while preserving data
sovereignty and institutional authority.

Border modernisation will occur regardless,
but it can be either reactive or deliberately
designed. As industry embraces modern
technologies, such as smart containers,
blockchain-enabled logistics, and Al-driven
automation, core government systems, includ-
ing the ICS, risk lagging behind. The ICS was
not designed to ingest or analyse the reser-
voirs of data that exist today, nor provide
Al-enabled decision support or automated risk
detection.

Without a unifying architecture, critical intel-
ligence and valuable data will remain siloed
or inaccessible, limiting the effectiveness of
the border as both a strategic economic and
national security asset.

Recommendation 5

Design a blueprint for a National Border Visi-
bility Platform as the digital backbone of
cross-portfolio border governance, enabling
shared situational awareness, policy implemen-
tation and performance monitoring, coordinated
prioritisation, and timely operational deci-
sion-making. Working under the leadership of
the Expert Advisory Board, and building on the
Simplified Trade System reform, this platform
should incrementally replace the Integrated
Cargo System and lawfully share data across
government and industry.



Taken together, the challenges outlined in
this section cannot be addressed through
incremental upgrades to existing systems.
Designing a blueprint for a National Border
Visibility Platform is recommended as a means
of creating a digital backbone for cross-border
governance.

Under the stewardship of the National
Border Coordination Committee (Section 5.3),
informed by expert advice from the Expert
Advisory Board, this blueprint could build on
work already under way as part of the STS
reform and guide a phased transition from
legacy systems, including the progressive
retirement of the ICS, rather than continuing to
extend systems that were never designed for
today’s data, risk, and operating environment.

Meeting these requirements points to an
architecture that is not based on centralised
control, but on coordinated and distrib-
uted visibility. The various layers of a Border
Visibility Platform could operate interde-
pendently, connecting distributed, trusted
partners through shared risk signals, aligned
processes, and interoperable tools, supported
by Al-enabled analytics and transparent rules-
based decision engines.

A foundational layer is necessary to enable
controlled access to high-value data sources,
while sensitive government and commercial
data remains with its owners. The aim is to
ensure the right datasets, whether domestic,
international, or commercial, can be queried
in near real-time through agreed data-sharing
protocols, secure gateways, and governance
arrangements that protect sovereignty and
privacy. For example, a suspicious shipment
flagged by overseas customs could trigger
an automated query of Australian datasets,
enabling a risk assessment to occur before the
goods are loaded and reducing the likelihood
of compliance or security breaches.

With Layer 1 gathering and protecting high-fi-
delity inputs, it is necessary to create a layer
to make them usable by securely combining
relevant elements from different sources into

a shared analytical frame, applied through
federated models and rules engines, with-
out moving all the raw data. This could entail
comparing a flagged container manifest with
customs declarations, trade-finance records,
or other industry data. The result is a context-
rich view of the movement, ownership, and risk
profile of goods, supply chains, or travellers,
enabling far more precise targeting than with
today’s generic rules-based profiles.

With the picture assembled, it becomes
necessary to translate it into action, and
this is where the proposed National Visibil-
ity Platform comes into play. Signals become
operational decisions, from automated alerts
to coordinated multi-agency responses. By
integrating into existing command centres and
workflows, agencies and their officers can act
with the same intelligence picture. This layer
accelerates triage, reduces the risk of duplica-
tion or inaction, and directs scarce resources
to the highest-risk consignments or travellers,
while letting low-risk flows move unimpeded.

It will be essential to maintain public trust
by demonstrating adherence to legislative
standards, such as the Australian Privacy Prin-
ciples,® particularly where the use of Al is
concerned. Clear legal frameworks, auditabil-
ity, and transparent governance is essential.
This layer provides assurance across the
system by monitoring system performance
and compliance, for example by tracking strike
rates, disruption outcomes, Al bias, and any
breaches of privacy, confidentiality, or cyber
security, enabling continuous improvement.

Together, these layers form a functional
architecture capable of supporting border
governance at scale. Realising such a system
depends not only on technology, but on regula-
tory, institutional, and investment mechanisms
to enable it, which are addressed in the next
section.
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From architecture to delivery

Klaus Schwab (2016), Founder and Executive Chairman, World Economic Forum.

If the Fourth Industrial Revolution is ulti-
mately about transforming systems rather
than deploying technology, then modernis-
ing the border is best approached as being
institutional reform as much as technological
reform. While Section 4 of this paper sketches
out the architecture of a modern, data-en-
abled border, implementing it would be a far
more demanding task and enliven several
areas of legislation and regulation, including
Australia’s Privacy Principles, the Protective
Security Policy Framework,%? Hosting Certi-
fication Framework63 and the SOCI Act. A
lot of legal and policy groundwork would be
necessary.

Managing Australia’s international border is
constitutionally and legislatively a Common-
wealth responsibility. Its effective operation,
however, depends on coordination with state
and territory governments and agencies,
particularly in port operations, policing, public
health, and emergency management. The
COVID-19 pandemic, and the Ruby Princess
incident in particular, highlight how quickly
gaps in shared assumptions can translate
into operational consequences at the border.
Border modernisation therefore requires a
whole-of-system approach, incorporating
interoperability and governance, including
where the primary legislative and policy levers
remain federal.

Recommendation 6

Review border-related legislative and policy
frameworks that underpin the design of digi-
tal systems to preserve data sovereignty,
protect privacy, uphold public trust, and enable
system-wide data-sharing, interoperability, and
coordinated decision-making.

It is therefore recommended that border-re-
lated legislative and policy frameworks be
reviewed to establish principles and guardrails
that enable data sharing and the use of Al. This
work should be directed towards enabling the
outcomes that this paper envisages, main-
taining social licence and public trust, and
informing the design and implementation of a
future digital border architecture.

Given the strain on many portfolio budgets
and resources, the full costs and benefits of
implementing the recommendations in this
paper should be explicitly assessed. With-
out the sustained support of government,
reform at the scale proposed here is unlikely
to succeed; alternative funding and investment
approaches should therefore be considered
alongside policy and regulatory reform.

Australia’s border agencies deliver impres-
sive operational outcomes each year, seizing
large volumes of illicit drugs, tobacco, and
other contraband, and in keeping our airports
moving. However, these successes mask a set
of structural inefficiencies and hidden costs
that are increasingly difficult to sustain.

As outlined in Section 2, Australia’s border
management approach relies on risk-based
targeting to prioritise physical inspection and
interdiction. In practice, this model carries
inherent structural constraints that limit its
scalability and the assurance it can provide
across complex and fast-moving supply
chains.

At the same time, Australia’s border operating
model is increasingly misaligned with modern
port logistics. As industry shifts towards inter-
modal hubs and inland container terminals®*
to manage growing trade volumes and free up
wharf space, inspection approaches centred



on waterfront locations become slower, more
expensive, and less effective.

This shift also presents a rare opportunity
to re-think the end-to-end model for cargo
screening and risk assessment. Co-design with
industry could enable much broader screening
coverage and more precise targeting, without
adding friction for compliant traders.

Opportunities also exist upstream with over-
seas partners. Some customs administrations
already exchange X-ray images and risk infor-
mation on outbound cargo, enabling earlier
intervention before goods are loaded for
export. Australia has several Comprehensive
Strategic Partnerships and trade agree-
ments that could be used to support similar
arrangements, strengthening prevention while
reducing downstream costs.

friction and cost.

Spotlight: cross-border cooperation

Brazil and the Netherlands have established a cooperative model in which outbound
containers are screened using X-ray technology, with digital imagery and associated risk
information shared prior to arrival. In this model, upstream data enables narcotics conceal-
ment to be targeted earlier in the supply chain, reduces reliance on inspection at congested
arrival ports, and allows resources to be focused on the highest risk consignments.®® Such
arrangements demonstrate how shared visibility can improve detection rates and reduce

The economic and social implications of such
structural limits are also significant. Crimi-
nal groups continue to traffic large volumes
of illicit drugs and tobacco across Australia’s
border, and pocket billions of dollars in profit.
Official wastewater analysis indicates that
more than 22 tonnes of major illicit drugs were
consumed in Australia between August 2023
and August 2024, a 34 per cent increase on
the previous year.?® The growth in illicit drug
and tobacco markets points to sustained
leakage across the border, despite ongoing
enforcement successes and upstream cooper-
ation with international partners.

The costs extend far beyond agency budgets.
Illicit narcotics and tobacco impose substan-
tial downstream burdens on the public purse,
across health, social services and the crim-
inal justice system. They are also seriously
undermining public health and taxation policy
objectives. Where leakage at the border
remains high, downstream enforcement and
regulatory agencies also become stretched
and find it difficult to achieve their intended
effect. Prevention and deterrence cannot be
delivered by domestic enforcement alone, and
without improvements in border screening,
targeting, and early intervention, key policy
levers will continue to operate with diminished
effect.

Strengthening Australia’s targeting and
screening capability would reduce risk, rein-
force key policy levers, and materially limit the
direct and indirect impacts of illicit cross-bor-
der activity, including the health and social
harms associated with narcotics and nicotine
products, and the losses from duty evasion
and revenue fraud.

Beyond detecting contraband, Australia’s
border management functions include inter-
national travel and migration, biosecurity,
customs, financial flows, and the protection of
intellectual property across both physical and
digital supply chains. To manage complexity,
border policy has often been organised around
discrete functional priorities, such as illicit
tobacco enforcement, which can obscure and
diminish this broader role.

This helps explain why many border sub-sys-
tems remain fragmented. Across multiple
locations, border agencies operate side-by-
side, with officers working in close proximity
and using similar processes and technologies,
but relying on separate platforms, suppli-
ers, and data environments that are unable to
connect.

With trade volumes and threat complexity
projected to grow, Australia will struggle to



keep pace without better integration across
portfolios and a more scalable model of risk
detection and intervention. This requires a
shift in how border risk is detected, shared and
acted upon.

Traditional targeting and post-incident
response — automated risk detection and
precision intervention.

Siloed intelligence and data — real-time
federated learning and coordinated risk
management.

Static rules-based processing — regula-
tory grade Al, augmentation, and dynamic
decision-making.

These shifts can be pursued incrementally,
building on several existing reform and collab-
orative initiatives, including the STS and
elements of the Aviation White Paper.

Australia also has legislative mechanisms
to enable this approach, including a regula-
tory sandbox within the Customs Act.® This
provides a controlled environment to test
new data-sharing arrangements, analytical
tools, and operating models, surfacing regu-
latory friction early and helping to identify
where regulatory-grade Al is required for risk
management and decision support.

Key portfolios and agencies performing
border, economic, and regulatory functions
operate under distinct mandates and frame-
works. This creates friction across the border
system, particularly for industry, by slowing
decisions, creating blind spots, duplicating
effort and limiting visibility across trade and
travel movements.

Looking ahead, regulatory alignment across
the border system is not a matter of policy
consensus alone and increasingly about tech-
nical and data integration. Regulatory-grade
Al is emerging in healthcare and refers to
Al systems that meet formal requirements
for safety, transparency and accountability,
consistent with frameworks such as the EU’s
Artificial Intelligence Act.®® This requires Al
systems to be accurate, explainable, priva-
cy-preserving, reliable under real-world
operational conditions, and subject to inde-
pendent assessment before deployment.

If Al systems that meet strict data privacy
and security standards are feasible, there is a
pathway to regulatory alignment and interop-
erability at the border without centralisation.
Portfolios and agencies can translate complex
rules from across regimes into machine-read-
able logic, allowing faster decision support,
shared risk ratings, and automated compliance
checks. In practical terms, regulatory-grade Al
enables three concrete shifts.

Cross-domain risk orchestration - align-
ing trade, biosecurity, health, and security
risk settings within a common analytical
framework.

Dynamic rule interpretation - updat-
ing prioritisation and triage as regulatory
requirements change, without manual
intervention.

Embedded compliance logic - convert-
ing agency rules and thresholds into
machine-readable workflows, automat-
ing low-risk clearances, reducing friction
for legitimate flows and flagging high-risk
anomalies.

Many legislative foundations for risk-based
information sharing and assurance already
exist, for example within the SOCI Act 2018,%°
Customs Act 1901,7° Biosecurity Act 2015,
Australian Border Force Act 2015,72 and the
Anti-Money Laundering and Counter-Terrorism
Financing Act 2006.73

It would be reasonable to argue that border
management and reform should remain
portfolio-based, given legal boundaries, opera-
tional accountabilities and budget constraints.
These concerns are legitimate; portfolio
accountability and statutory responsibility
matter, particularly in high-risk environments.
However, the trendline in strategic compe-
tition, grey zone activity and supply chain
exploitation means that fragmentation itself
now creates systemic risk, limiting visibility,
slowing coordination, and allowing vulnerabili-
ties to persist. The intention behind this paper
is not to centralise border functions within a
single portfolio, but to strengthen interopera-
bility, coherence, and shared assurance across
government while preserving institutional
independence.



A primary constraint in Australia’s border
environment is the absence of a governance
model capable of aligning mandates, data,
and decision-making across the system. While
the legislative arrangements are largely in
place, they are applied through organisational
structures that inhibit interoperability, dilute
accountability, and constrain coordination.
Addressing this requires a more cross-cut-
ting governance model that treats public trust,
interoperability and legal coherence as foun-
dational enablers of system-wide performance
and establishes a mechanism to align priorities
and investment across portfolios.

Recommendation 7

Conduct a national program of public research
to strengthen public confidence and legiti-
macy for border modernisation by assessing
community perceptions, expectations, and trust
thresholds concerning the use of data, digital
infrastructure, and Al-enabled decision support.

Public trust in institutions is not a given and is
constantly being shaped by the lived experi-
ence of Australians in a period of heightened
uncertainty. Global turmoil, crime, cyber-
crime, and illicit markets all contribute to
this environment and are amplified through
social media. At the same time, visible social
harms including addiction, family and domes-
tic violence, youth crime, road trauma, and
preventable deaths are directly influenc-
ing perceptions about community safety and
household wellbeing.

Increasing the use of data, digital infrastruc-
ture and Al-enabled decision support at the
border inevitably raises legitimate questions
about privacy and accountability. More impor-
tantly, it raises a practical question for the
community: are these systems actually reduc-
ing harm? Legislative safeguards are essential,
but without a clear understanding of commu-
nity expectations and trust thresholds, border
modernisation risks becoming politicised or
contested, even when the operational case is
strong.

Australia conducts rigorous public research
and polling on immigration, social cohe-

sion and trust in government. However,
there appears to be no comparable national
research focussed on community support for
border modernisation, particularly the trade-
offs Australians are willing to accept between
faster facilitation and maintaining strong
border security when shared data, digital infra-
structure, and Al-enabled decision support
are proposed. To address this gap, it is recom-
mended that a national research program be
conducted to strengthen public confidence
and legitimacy for border modernisation,
and to understand community expectations,
perceptions and trust about the use of data,
digital infrastructure and Al-enabled decision
support at the border.

Interoperability by design

Australia’s border operations span many
platforms, agencies, and mandates. With-
out improving interoperability across data
structures, systems, and legal authorities,
it is unlikely that effective coordination can
occur. Looking ahead, border operations
will increasingly require digital systems that
connect portfolios, sectors, agencies, and data
coherently.

Such digital architectures would include
tools to organise and harmonise data,
apply common definitions, and have stan-
dard connections (APIs). This aligns with the
concept of federated systems and trusted Al
discussed earlier. These architectures would
translate complex rules into usable formats,
helping to speed up decision-making, share
risk ratings, and support coordinated action in
real time.

Legal coherence

Digital architectures cannot function without
a lawful basis for sharing information across
them. In this regard, Australia’s legislative
framework appears to be in relatively good
shape. There may still be gaps in legal author-
ities, along with an overly cautious application
of secrecy provisions and divergent agency
interpretations about them. This can constrain
collaboration and diminish the public value
extracted from the border.

Before constructing new legal authorities, it
would be sensible to formalise existing port-
folio-level mechanisms for lawful, auditable



data sharing across the system. By embedding
protocols such as inter-agency MOUs, model
clauses, and regulatory sandboxes, institu-
tional independence can be preserved while
still enabling more effective collaboration.

Recommendation 8

Establish a National Border Coordination
Committee, bringing together the heads of key
departments and agencies (drawing on the
Expert Advisory Board as required) to shape
standards, prioritise risk, and oversee the imple-
mentation of a strengthened federated border.

Australia’s border system lacks a standing
governance mechanism with the authority
and remit to align priorities, standards, and
investment across portfolios. Governance is
dispersed across various committees, bilateral
arrangements, and program-specific initia-
tives, which can inhibit coordination and make
sustained reform difficult.

A standing governance mechanism that spans
portfolios would provide the necessary coher-
ence. Drawing on the model of New Zealand’s
Border Executive Board, established under
the NZ Public Service Act 2020,7* Australia
could establish a National Border Coordination
Committee.

As a senior level, durable centre of gravity, it
would help provide the authority needed to
cut through duplication, address cross-system
constraints, and sustain momentum across
election and budget cycles, while strengthen-
ing accountability and public trust.

The term ‘asset’ is deliberately used in this
paper to signal that the border requires
sustained investment if we are to retain, or
increase, its strategic value. The current fund-

ing model relies on annual portfolio budgets,
which makes it difficult for an incumbent
government to anticipate or prioritise longer
term capability requirements, and therefore
difficult to develop the border and its under-
lying systems.

For the border to become a strategic economic
and national security asset, from which opti-
mal public value is acquired, where costs are
minimised and investments phased, a funding
approach that dovetails with annual budgets,
supports co-design, and unlocks new funding
mechanisms would be more likely to succeed.
This may require the consideration of new
funding pathways.

Customs duties, GST on imports, excise-equiv-
alent collections, import processing charges,
and proceeds from enforcement actions,
are all examples of how the border gener-
ates value. A strategic feedback loop, where
a proportion of future revenue-generation is
linked with infrastructure renewal, could be
used to partially insulate critical elements of
modernisation from short-term budget pres-
sures and align investment with the national
interest.

Public-private coinvestment

Operators in freight, ports, and logistics have a
clear interest in creating an agile and resilient
border with minimal friction. Industry contri-
butions, such as through aviation security and
port sector levies, could be more clearly tied
to structured investments; providing a line
of sight between revenue generated at the
border and its re-investment.

Australia’s New and Redeveloping Interna-
tional Ports process’® has been earmarked
for review by the Aviation White Paper8 and
already requires port operators to finance
elements of border infrastructure at their facil-
ities, providing a practical precedent for future
co-design and co-funding of modernisation.



In 2024, an airport operator purchased new
smart gate kiosks for the ABF to operate and
maintain,’® indicating a potential blueprint for
structured public-private capability partner-
ships across Australia’s ports and borders.

Recommendation 9

Establish a National Border Investment Frame-
work to align approvals, investment decisions,
and the national interest, supporting the transi-
tion from episodic risk treatment to embedded
system-wide assurance. The framework should
drive prioritisation based on public value and
national security outcomes, under the oversight
of the National Border Coordination Committee.

The Future Made in Australia Act 2024’ estab-
lishes a National Interest Framework, including
an economic resilience and security stream,
to guide significant public investment that
unlocks private investment at scale. That
logic could be applied to border modernisa-
tion as sovereign-enabling infrastructure for
economic resilience and security. National
digital resilience programs could also poten-
tially be expanded to encompass key elements
of border modernisation, elevating the border
from a transactional enforcement function to
a strategic asset within Australia’s sovereign
capability ecosystem.

To institutionalise long-term investment,
the establishment of a National Border
Investment Framework is recommended: a
standing investment mechanism governed
by the National Border Coordination Commit-
tee, with structured participation from
industry partners. The intent is not neces-
sarily to create a new funding line, but to
establish a mechanism to align, sequence and
assure existing investments against national
outcomes, including through co-investment
models where appropriate. This framework
would support the phased development of
core capabilities, including data integration,
digital and physical infrastructure, regula-
tory-grade Al systems, cyber resilience, and
cross-agency platforms.

This would be forward leaning, but not with-
out precedent. Comparable Commonwealth
funding mechanisms, such as the Modern
Manufacturing Initiative’® and Australia’s Medi-
cal Research Future Fund,”® demonstrate how
targeted public investment can be used to
steer long-term capability uplift in the national
interest. Implementation could be phased, with
initial funding drawn from existing programs
and progressively scaled over time. Ultimately,
investing in our border is a commitment to
Australia’s renewal, requiring not just capital,
but a shift in our planning horizons, account-
ability mechanisms, and the way we define
the border’s value to national prosperity and
security.
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Conclusion

Canadian Prime Minister Mark Carney, remarks at World Economic Forum, Davos, 2026.

Australia finds itself in precisely the circum-
stances Carney describes, and many of the
assumptions that underpin our approach
to border management (seamless trade
and travel, globalisation, manageable risk)
no longer hold true. Any credible vision for
Australia’s border in the coming years should
be grounded in strategic foresight, deeper
coordination, and a clearer understanding
of how the flows of people, goods, data, and
capital shape national security and economic
resilience.

This paper has argued that Australia’s border
is now a point of convergence between
economic resilience, geopolitical leverage
and the defence of sovereignty, while being
simultaneously exposed to sophisticated
and systemic threats. Managing the border
through static, siloed, operating models in this
environment not only reduces efficiency, but
also diminishes Australia’s strategic agility
and underutilises one of the nation’s power-
ful instruments of economic and regulatory
statecraft.

To meet the challenges of a multipolar, digi-
tally entangled world, Australia would be
better positioned by evolving its border
from a series of checkpoints into a cohesive,
federated system enabled by data and Al,
underpinned by robust legal and governance
frameworks, and designed for collaboration
across government, industry, and international
partners. This is foundational to safeguarding
our sovereignty, strengthening our secu-
rity, enabling legitimate trade and travel, and
sustaining Australia’s influence in the region.

Without clear government sponsorship, endur-
ing delivery mechanisms and alignment with
broader economic and national security strat-
egies, the Australian border risks remaining an
underleveraged asset of national significance
that is caught between sound intentions and
fragmented implementation. Public under-
standing of the border is often shaped only
by its most visible touchpoints, such as a
smart gate, obscuring the scale and strategic
importance of the system beneath it. At the
same time, tolerance for friction at the border
remains. Australians expect their border to be
both protective and seamless; an expectation
that cannot be met through manual processes
or disconnected systems.

The window for creating a resilient, agile, and
future-ready border is narrowing. Australia can
choose to have a border with strategic clarity,
digital capability, and institutional purpose, or
risk being overtaken by events, as occurred
during the COVID-19 pandemic.

With the Brisbane 2032 Olympic Games
quickly approaching, the ambition should be
clear: a border that is integrated, adaptive, and
trusted, that reflects Australia’s values while
meeting the demands of a more contested
world. The opportunity remains open but only
for a limited time.
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